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“Hiduplah seperti Larry.” 

Spongebob Squarepants 

 

 

“Selesai bukan berarti sempurna, tapi berarti berani menyelesaikan.” 

Buana the great 

 

“Success is not final, failure is not fatal: it is the courage to continue that counts.” 
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ABSTRAK 

Pertumbuhan e-commerce di Asia Tenggara merupakan salah satu yang tercepat di 

dunia, dengan proyeksi nilai ekonomi digital ASEAN mencapai USD 2 triliun pada 2030, 

namun perkembangan ini diiringi eskalasi ancaman keamanan siber lintas batas yang 

mengancam kepercayaan konsumen dan stabilitas transaksi digital kawasan. Penelitian ini 

bertujuan menganalisis peran dan kebijakan ASEAN dalam membangun keamanan digital 

untuk mendukung keberlanjutan e-commerce di Asia Tenggara. Dengan pendekatan kualitatif 

deskriptif-analitis serta kerangka Regional Security Complex Theory (RSCT) dan Nascent 

Regional Security Complex (n-RSC), penelitian ini menelaah dokumen kebijakan primer 

ASEAN dan literatur sekunder terkait. Hasil penelitian menunjukkan bahwa ASEAN telah 

membangun arsitektur keamanan digital berlapis melalui ASEAN Cybersecurity Cooperation 

Strategy (CCS) 2021-2025, harmonisasi ASEAN Personal Data Protection (PDP) Framework 

dan ASEAN Agreement on Electronic Commerce (AAEC), integrasi ketentuan keamanan siber 

ke dalam ASEAN Digital Economy Framework Agreement (DEFA) sebagai perjanjian 

mengikat pertama di bidang ekonomi digital, serta kerja sama operasional dengan INTERPOL 

yang terbukti efektif melalui operasi seperti Operation Synergia II (2024). Efektivitas seluruh 

instrumen tersebut masih dibatasi oleh prinsip non-interference, kesenjangan kapasitas 

antarnegara anggota, dan ketergantungan pada komitmen sukarela. Penelitian ini 

menyimpulkan bahwa keberlanjutan e-commerce ASEAN bergantung pada percepatan 

ratifikasi DEFA, penguatan kapasitas teknis negara-negara tertinggal, dan kemauan politik 

bersama untuk bergerak dari pendekatan koordinatif menuju integrasi keamanan digital yang 

lebih mengikat. 

Kata Kunci: asean; keamanan siber; e-commerce; digital economy framework agreement; 

kerja sama interpol 
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ABSTRACT 

E-commerce growth in Southeast Asia is among the fastest in the world, with ASEAN's 

digital economy projected to reach USD 2 trillion by 2030, yet this growth is accompanied by 

escalating cross-border cybersecurity threats that undermine consumer trust and the stability of 

regional digital transactions. This study aims to analyze ASEAN's role and policies in building 

digital security to support the sustainability of e-commerce in Southeast Asia. Using a 

qualitative descriptive-analytical approach and the framework of Regional Security Complex 

Theory (RSCT) and the Nascent Regional Security Complex (n-RSC), this study examines 

ASEAN's primary policy documents and related secondary literature. The findings show that 

ASEAN has built a layered digital security architecture through the ASEAN Cybersecurity 

Cooperation Strategy (CCS) 2021-2025, the harmonization of the ASEAN Personal Data 

Protection (PDP) Framework and the ASEAN Agreement on Electronic Commerce (AAEC), 

the integration of cybersecurity provisions into the ASEAN Digital Economy Framework 

Agreement (DEFA) as the world's first binding digital economy agreement, and operational 

cooperation with INTERPOL that has proven effective through operations such as Operation 

Synergia II (2024). Nevertheless, the effectiveness of these instruments remains constrained 

by the principle of non-interference, capacity gaps among member states, and reliance on 

voluntary commitment. This study concludes that the sustainability of ASEAN e-commerce 

depends on accelerating DEFA ratification, strengthening the technical capacity of lagging 

member states, and building shared political will to move beyond a coordinative approach 

toward more binding digital security integration. 

Keywords: asean; cybersecurity; e-commerce; digital economy framework agreement; 

interpol cooperation 
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